HALOCK DELIVERS

INSIGHTFUL, ACCURATE, & ACTIONABLE RESULTS
HALOCK’s deliverables are second to none. Each deliverable produced contains detailed and clearly communicated information to the recipient.
Every deliverable is custom written to reflect the specific results or considerations for your penetration test project. The three main artifacts
produced with every penetration test include the proposal, project plan, and detailed report.
The proposal for services documents the context and purpose of the penetration test, goals, objectives, expectations, project activities, project
management framework, scope and boundaries, fees and payment terms, methodology, sample deliverables, references, and supplemental
content. There are no project assumptions in the proposal. HALOCK doesn’t make assumptions ... HALOCK makes commitments. This proposal
ensures all expectations are clearly defined, documented, and committed before you make any decisions.
The project plan, developed in close coordination with your team, documents the logistics for testing to ensure you know exactly what to expect
during testing. This plan contains the scope of review from the proposal and expands upon the specific details needed to conduct high quality
testing under safe and controlled conditions. The plan details the scope, scheduled preparation activities, permitted testing dates and times,
all stakeholders and contact information, a role-based communication plan, connectivity and access considerations, and detailed technical
documentation for each penetration test activity being performed.
The penetration test report is a content rich artifact containing the complete results of the penetration test including what was tested, how it was
tested, when the test was performed, and what observations and recommendations should be considered. The report is structured such that it
can communicate the relevant details of the engagement in a standalone format. It recaps the objectives, background, and timeline for testing.
The summary of findings, intended for consumption by audiences seeking a brief but informative summary of the results, is an abbreviated
overview of the results with a focus on key findings. Following the summary are the detailed results, intended for audiences more closely
involved in remediation activities. Each vulnerability validated during testing is documented to ensure the audience has a clear understanding
of the security weakness and the impact it presents. Detailed recommendations provide a roadmap to implementing corrective actions or
countermeasures to prevent the vulnerability from being exploited. Evidence clarifying where each vulnerability was observed is included to
ensure the remediation team know specifically where to apply remediation. This evidence is accompanied by visual demonstrations depicting
each exploit in a step by step flow to clearly communicate impact and allow for reproduction. Finally, the report contains the complete contents
of the planning materials as executed as well as supplemental content.
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1. PROPOSAL FOR SERVICES

Our commitment to meet your expectations.

The proposal for services, as depicted below, details the scope and boundaries, project background, deliverables,
activities, methodology, and other pertinent content.

SCOPE AND
BOUNDARIES
To ensure the penetration test
methodologies are applied where
intended, the proposal scope and
boundaries commit the defined
scope of review. Each component
of testing is detailed and noted
with any unique or customized requirements that were defined.
For example, this penetration test
included two phases, an initial
comprehensive review followed
by a remediation verification test.
The first phase depicted here is a
defined as a comprehensive baseline review, specifically targeted
two key web applications and the
internet facing infrastructure.
The basis for all planning conducted before testing is built
upon the scope and boundaries
as the foundation, ensure that
any decisions to be made regarding targets, quantities, sampling
methodologies, test origins, and
related considerations are agreed
to by decision makers early in the
process.

The scope and boundaries continues through Phase II, detailing
a follow up engagement to verify
remediation effectiveness.
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BACKGROUND
Understanding your business is a critical first step in understanding the most appropriate scope and methodology for your
penetration test. The background captures this context, establishing the drivers, intent, and purpose of the penetration test.

DELIVERABLES
The deliverables you can expect to receive are committed and visually depicted directly in the proposal, including samples, so
you know what you will receive following testing. You will find detailed examples of these reports later in this document.

FINANCIAL INVESTMENT
With a well-defined and carefully crafted scope established, HALOCK commits the financial investment as a fixed fee. The fees
are itemized for transparency along with payment terms dependent on the completion of milestones. This approach ensures
the cost meets your budget.

PROJECT ACTIVITIES
Your penetration test engagement is closely planned and coordinated. To ensure you know what to expect, the project management phases are customized and committed directly in the proposal. The project activities define each phase and milestone to
ensure you have confidence the penetration test will be performed under safe and controlled conditions and that you will know
what to expect even before the testing process begins.

PENETRATION TEST METHODOLOGY
Penetration testing is not a linear approach, but rather an interactive process. As HALOCK progresses through each phase of
testing, additional information is gathered, knowledge of the environment is gained, and new attack scenarios are identified.
Information gathered through each phase of testing is fed back into the reconnaissance phase for additional analysis and to
pursue exploits.
The proposal documents the complete penetration test methodology, including the activities involved in each phase of testing. Key actions taken, such as how exploits are pursued, as detailed to ensure the approach is consistent with your expectations. The methodology detailed in the proposal further defines the specific methodology for each selected area of review.
HALOCK’s penetration test procedures, processes, and related activities are directly tied to this committed methodology to ensure each member of the project team is performing the penetration test in a consistent, coordinated, and repeatable manner.

SUPPLEMENTAL CONTENT
The supplemental content included provides additional supporting information. An overview of HALOCK is provided to demonstrate your penetration test is being performed by a provider with deep experience in this field. References are provided so
you can discuss their experiences with HALOCK and be comfortable in HALOCK’s capabilities and reputation for excellence.

HALOCK’S PENETRATION TEST TEAM
HALOCK’s dedicated penetration test team possesses the experience and training you can count on. Combined with the
experience of having performed thousands of successful penetration tests, the team maintains expert credentials and
knowledge that is required to expertly test and advise.

TERMS AND CONDITIONS
When unique terms and conditions apply to a penetration test, they are defined in advance. These primarily related to ensuring planning can be conducted, establish certain access requirements, and commit that the scope and pricing will not be
altered unless requested and approved.
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2. PROJECT PLAN

Ensuring you know exactly what to expect.

The project plan, developed prior to testing, includes the project background, schedule, stakeholders, communication plan,
and detailed planning for each effort included in the scope of review.

BACKGROUND
As you include additional
individuals in penetration test
planning, it is important
the background from the
proposal carries through to
the project plan for continuity
and context.

PROJECT SCHEDULE
All key activities are detailed
in the project schedule. This
schedule includes all key activities, permitted dates and times,
and upcoming events. This allows you to coordinate internally
and preserves history after testing has completed.

STAKEHOLDER
REGISTER
Everyone involved in the project planning and execution
is documented in the stakeholder register, including
their roles and involvement.
This allows all involved to
know who to contact for what
purposes, and ensures the reports are issued only to those
authorized to receive it.
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COMMUNICATION
PLAN
Project stakeholder roles are
defined in the communication plan and can be revised
to reflect any unique communication considerations.

DETAILED
PLANNING
The detailed planning
expands upon the scope of
review defined in the proposal. Specific test details,
activities, documentation,
or other dependencies are
identified, gathered, and
verified before any testing
begins. This ensures testing is highly productive,
adheres to the schedule,
and avoids any disruptive
last-minute needs.

DETAILED
PLANNING
(continued)
The detailed planning also
captures the most current information as well
as information that was
not necessarily available
during scope definition.
For example, the scope of
review may have defined
the sites and number of
networks to be targeted,
but the project plan expands upon that to ensure
the exact target networks
are included, none are
overlooked, and sampling
thresholds are fine tuned.
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3. PENETRATION TEST REPORT

Comprehensive, accurate, and actionable results you can use.

The penetration test report, as depicted below, is a content rich document containing the complete results of the test in both
summary and detailed formats. The report documents the background and timing of the test, complete results of identified
vulnerabilities, demonstrations of the exploits performed, and supplemental content.

OVERVIEW AND PROJECT TIMEFRAME
The background and timing of the penetration test are details
important to understanding the context of the findings and recommendations. Any drivers, such as compliance requirements
or boundaries, allow the reader to understand why the test was
performed. The timeline provides a historical record of when the
test was scoped, planned, conducted, and delivered. These provide attestation of the dates work was performed and when remediation began, details required for regulatory due dates or other
requirements containing deadlines.
In the example depicted below, the organization conducted a
penetration test for due diligence purposes, evaluating if their
rapid growth has potentially introduced vulnerabilities into the
environment.

INDEX OF VULNERABILITIES AND EXPLOITS
The index of vulnerabilities and exploits section also includes a complete list of all vulnerabilities, indexed and grouped by
severity, as well as a listing of the exploit steps. This section provides the reader with a snapshot of the complete results. Below we can see the organization conducted scope definition and project planning in early January before proceeding to Phase
I testing of the web applications and internet facing infrastructure in late January. The report was issued a few days following
testing and was followed by a meeting to review results and discuss next steps. Following remediation, a subsequent remediation verification test was performed in March, producing an updated detailed deliverable and a summary letter for sharing
with external audiences.
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SUMMARY OF FINDINGS
The summary of findings is an abridged roll up of the complete detail found later in the report. This section groups key findings
by topic, discusses common or recurring issues observed during testing, and notes other pertinent information. Intended primarily for audiences that are interested in an “at a glance” overview, the summary of findings also is commonly leveraged by
teams presenting to executive audiences. In the images below, the first two pages of the summary are depicted. The primary
topics discussed include key findings and common issues, specifically focusing on the impact of exploits derived from weaknesses in patch management, network segmentation, configuration management, and authentication. For most reports, this section
contains 2-3 pages of content, but does vary based on the volume of vulnerabilities observed as well as the size and scope of the
engagement itself.
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DETAILED FINDINGS: HIGH SEVERITY
The detailed findings report the complete results of the
pen test, grouped by severity and indexed for reference.

DETAILED FINDINGS: H1
In this first example finding, rated as a high severity
vulnerability, the report details the presence of backup
files located in the web root of a target web application.
The finding begins with a narrative describing the vulnerability as well as the impact of the exploit achieved resulting from the presence of the security flaw. This is followed
by recommendations that, if implemented, would remediate the vulnerability and prevent its exploitation. Finally,
an evidence table is included that lists specifically where
the vulnerability was observed.
In this example, we see that only one occurrence was
observed, with the evidence table detailing the IP
address, website URL, service(s), and directory location.
This information is critical to remediation teams as it
allows them to understand exactly what the vulnerability
is, why the impact warrants a high severity rating, how to
resolve the issue, and where to do so.

EXPLOIT DEMONSTRATION
As this specific vulnerability was fully exploited, the find-ing also includes an exploit demonstration. Documenting the walkthrough is a critical reporting element for
several reasons. First, it clearly establishes, step by step
and screen by screen, how to perform the exploit. Validating successful remediation requires the tester attempt
to reproduce the exploit. If the vulnerability cannot be
reproduced, the procedures in the walkthrough ensure
this can be relied upon as confirmation of remediation.
Additionally, especially in the case of complex exploits,
a visual and content rich depiction can provide remediation teams with a very clear and detailed understanding
of how the exploit works, what to address, and a full understanding of the impact it represents.
The example provided here begins with the early stages
of the attack, namely identifying the presence of a “robots” file that could prove useful to an attacker at the reconnaissance stage of an attack. It is worth noting that an
automated scan would end this thread at this point, simply reporting on the presence of the robots file, typically a
low severity or informational finding, without
further
determining the impact.
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EXPLOIT DEMONSTRATION (continued)
The attacker attempts to browse the directory
referenced in the robots file, however indexing
is not available. An unskilled attacker would
typically abandon the attack at this stage; however,
a more experienced intruder knows there might be
more to pursue.

EXPLOIT DEMONSTRATION (continued)
The attacker proceeds to a simple, but effective
method utilizing a script to enumerate what files
may be present in this directory of interest. The
script initially used is one amended and refined
over thousands of past penetration tests. It contains
a variety of patterns that have been observed to
contain source code repositories, backup files,
unreferenced files, default files associated with
common web platforms, initial configuration wizards,
and similar files that should not be present.

EXPLOIT DEMONSTRATION (continued)
All but one of the requests come back empty.
The attacker is successful in identifying a
single valid file name in this directory. The attacker
observes the filename utilizes a predictable structure
containing a common prefix followed by a date
timestamp. This can indicate an automated
process is creating files using the date as a means of
programmatically creating unique files names to
prevent overwriting.

EXPLOIT DEMONSTRATION (continued)
The attacker refines the script to focus on this
pattern exclusively, producing a more comprehensive
list of files. This refined script yields more files in a
short amount of time. The attacker issues a request to
download the field, which is successful.
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EXPLOIT DEMONSTRATION (continued)
The attacker is now in possession of the files and
can evaluate their contents in an offline manner
without concern of triggering alerts on the server.
The file depicted in this example is a compressed archive containing what appears to be a complete backup of the server source code. The server is running a
nightly job to locally backup the files, presumably to be
retrieved by an external backup job for disaster
recovery purposes. Most of the files are of little use
to the attacker as the contain default code for a publicly available blog package. Researching the platform
version using documentation available on the vendor
website, several files are identified that contain configuration parameters required for the application to
function. The source files are blocked from visitors of
the application, however the backup archive does not
apply these protections and therefore is not restricted by the hosting platform. A key value found in the
configuration file is the password that the web service
utilizes to communicate to the backend database.

EXPLOIT DEMONSTRATION (continued)
The backend database is not directly accessible to an
attacker positioned outside the environment, but experience has shown that administrators often reuse
passwords rather than assigning unique passwords
for different services. As the application management login screen is accessible to external users, the
attacker attempts to re-use the database credentials
to authenticate as the site administrator. The attacker
is granted access, confirming the practice of password
reuse and resulting in full administrative access to the
site.

REFERENCES
With the exploit demonstration concluded,
additional references are provided. For this vulnerability, HALOCK provides two relevant articles related
to both testing and administering the blog package.
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DETAILED FINDING: H2
With the complete detail of finding H1
documented, the report progresses to the second high
severity vulnerability. This next vulnerability focuses
on exploits achieved as a result of an unsupported and
unpatched web server.
The finding observes the same structure as depicted
in the prior finding, albeit focused on this new vulnerability, its impact, and the associated exploits. This
continues through all seventeen high severity findings
obscured during testing.

DETAILED FINDINGS:
MEDIUM SEVERITY
Following the High Severity Findings section, the
report shifts to Medium Severity findings and recommendations. Medium Severity security weaknesses
are generally of lesser priority than the High Severity
and typically include non-exploitable vulnerabilities,
vulnerabilities that can be exploited but with reduced
impact. The Medium Severity findings utilize the same
structure as the High, including the description of the
vulnerability, the impact, recommendations, supporting evidence, and exploit demonstrations where
applicable.
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DETAILED FINDINGS: LOW SEVERITY
Following the Medium Severity Findings, Low Severity
and remaining best practices findings are documented.
These findings are typically of the lowest priority and
may be evaluated for risk acceptance. The Low Severity findings utilize the same structure as the High and
Medium, including the description of the vulnerability,
the impact, recommendations, supporting evidence,
and exploit demonstrations where applicable.

INFORMATIONAL OBSERVATIONS
Following all documented vulnerabilities, informational observations are provided as a courtesy. This section
is limited to observations made during testing that do
not appear to impact security but may still be of use to
the organization.
In this example, the tester observed several orphaned
or otherwise non-functioning links on a website that
was being targeted. While these did not yield any
security flaws, the organization was made aware of the
issues, so they could be corrected.
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APPENDIX: SCOPE OF REVIEW
The report appendix provides additional detail related
to the test, including the complete detail of the scope of
review, a list of all responding hosts and services that
were targeted during testing, sampling thresholds observed, and related information. This information is
largely derived from earlier scope and planning documents that discuss the testing that is planned. With the
test complete, this same information can be expanded
upon to reflect additional useful detail, both validating
the plan was executed and preserving the details of the
environment as they were observed during testing.
First, the complete scope of the target web applications
is documented, including additional details provided
during planning, such as the specific target URLs and
test accounts used.

APPENDIX: SCOPE OF REVIEW
(continued)
The scope of review continues to detail the external
network penetration test. The specific ranges provided
for testing, total hosts that responded, and sampling
thresholds are documented as the test was conducted.

APPENDIX: SCOPE OF REVIEW
(continued)
Finally, the remediation verification test is provided,
concluding the scope of review.
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APPENDIX: METHODOLOGY
Following the scope of review (what was tested),
the report also contains a complete recap of the
methodology utilized (how testing was performed).
Here, the web application testing methodology is
documented. Readers of the report can reference
this section to understand what test methods were
utilized to produce the findings, confirm testing was
performed using industry standard methods, and
ensure that future tests or re-tests can leverage a
repeatable methodology.

APPENDIX: SUPPLEMENTAL MATERIALS
Supplemental materials are provided, as applicable
to the scope of review. As this penetration test included external network testing, host and service discovery was performed. The results are included as a courtesy to allow a comparison to an upcoming firewall
audit being planned.
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APPENDIX: POST ASSESSMENT
Following the completion of a penetration test, post assessment activities begin. These activities can vary greatly depending on
the scope of the test, existing planned initiatives, and other considerations. For this specific penetration test, the organization
indicated they were beginning to implement an enterprise risk management framework with HALOCK’s risk assessment team
and intended to utilize the results of the penetration test as an input into the initiative. Additionally, compliance with new regulations were on the horizon. The report included a primer on risk assessment, compliance management, and the relationship
of both with penetration testing.
Below, on the left, we see a contextual depiction of where the penetration test results enter this process, as well as discussion of
their relationship to evaluation criteria, risk tolerance, and risk treatment. On the right, a sample risk register is also provided as
a courtesy. The organization intends to use this sample risk register as a basis, add additional evaluation criteria based on their
risk management framework, and define risk acceptance considerations for vulnerabilities deemed to be within the accepted
risk threshold

3. PENETRATION TEST REPORT

HALOCK Security Labs
1834 Walden Office Square, Suite 200
Schaumburg, IL 60173
847-221-0200
Incident Response Hotline: 800-925-0559

www.halock.com
© Copyright 2018 HALOCK Security Labs. All rights reserved.

