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Five Keys for Building a Cybersecurity Program

Monitor and Measure Security
To continuously improve security effectiveness:
• Establish and measure meaningful security metrics.
•  Monitor those metrics frequently enough to minimize

incident impact.
•  Take action rapidly and efficiently to effectively improve

overall security.

The CIS Controls have proven to be an effective starting point 
for selecting key security metrics.  

Establish continuous monitoring guidelines that define 
which controls should be monitored on a weekly, monthly, 
or on an ongoing basis.

Frequency CIS Control Example Measure

(1) Inventory of Devices

(3)  Continuous VA and
Remediation

(6)  Maintenance, 
Monitoring, Analysis
of Logs

(9)  Limitation/Control of 
Ports, Services

(2) Software Inventory

(5) Secure Configurations

Continuous  
and Ongoing

Weekly

Monthly

Percentage of unauthorized assets that 
have not been removed from the network, 
quarantined, or added to the inventory in a 
timely manner

Percentage of vulnerabilities that have not 
been remediated in a timely manner

Percentage of assets that are not configured 
to aggregate appropriate logs to a SIEM or 
log analytic tools for correlation and analysis

Percentage of hardware assets that are not 
configured to require only network ports, 
protocols, and services with validated 
business needs

Percentage of high-risk business applications 
that have not been physically or logically 
segregated from other business systems

Percentage of assets that do not have 
a documented, standard security 
configuration
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Measure Maturity and Progress
Use a risk-based approach to prioritize security controls to 
reach a desired target state. Developing a roadmap allows you 
to measure maturity and progress over time.

Identify

Protect

Detect

Respond

Recover

0 1 2 3 4 5
 Current state         Target state
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Context Establishment

Risk Identification

Risk Analysis

Risk Evaluation

Risk Treatment

Risk Acceptance
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Risk Assessment

Manage and Assess Risk
Beyond the activities defined in control or program 
frameworks, you also need to determine which 
capabilities to prioritize. What do you do first or not 
at all? How do you make this determination beyond 
just a checklist of activities?
ISO 27005 is a commonly referenced standard that 
defines a systematic approach to manage and assess 
risk for an organization.

3Map Controls to the Framework
Security frameworks can be used together. This example 
shows how the CIS Controls can be mapped to the Categories 
and Functions of the NIST Cybersecurity Framework (CSF).

FUNCTION CATEGORY CIS CONTROL

Identify

Detect

Protect

Respond

Recover

• Asset Management
• Business Environment
• Governance
• Risk Assessment
• Risk Management Strategy
•  Supply Chain Risk Management
•  Identity Management,

Authentication, and Access Control
• Awareness and Training
• Data Security
•  Information Protection Processes

and Procedures
• Maintenance
• Protective Technology
• Anomalies and Events
• Security Continuous Monitoring
• Detection Processes
• Response Planning
• Communications
• Analysis
• Mitigation
• Improvements
• Recovery Planning
• Improvements
• Communications

CIS Control #1, 2

CIS Control #3

CIS Control # 4, 9, 11, 12, 13, 14, 16 

CIS Control #4, 17
CIS Control #1, 2, 13, 14, 18
CIS Control #3, 5, 7, 10, 11 

CIS Control #4, 12
CIS Control # 4, 6, 8, 11, 13, 14, 16
CIS Control #6, 9, 12, 19
CIS Control #3, 8, 19
CIS Control #6
CIS Control #19
CIS Control #19
CIS Control #3, 19
CIS Control #3, 19
CIS Control #19
CIS Control #19
CIS Control #19
CIS Control #19

2Find Frameworks that Fit
Choose frameworks that guide the work of your security program 
and, ultimately, simplify the complex world of cybersecurity in a 
way that can be more easily understood by business leaders.
•  Control frameworks describe the security controls that are the

foundation of every security program.
•  Program frameworks help structure the security program,

establish a basis for evaluating program activities, and simplify
communication about the program.

•  Risk frameworks provide a consistent approach for managing
and assessing risk in a way that provides value to the business.

Choose a framework from each of these three categories 
to mature your program over time. Examples of common 
frameworks include:

Control Frameworks
• NIST 800-53
• CIS Controls

Program Frameworks
• ISO 27001
• NIST CSF

Risk Frameworks
•  NIST 800-39, 800-37, 800-30
• ISO 27005
• CIS RAM
• FAIR
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Control  
Frameworks

Program  
Frameworks

Risk  
Frameworks
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Knowledge and skills to build a  
world-class cybersecurity program

Cybersecurity requires engagement 
from all levels of leadership 

Executive
FOCUS 

Business Objectives
ROLES 

Board  •  CEO  •  CFO  •  CIO 
CISO  •  CSO  •  Business Units

Security Leadership
FOCUS 

Security Program
ROLES 

CISO  •  CSO  •  CIO  •  CIRO  •  VP  •  Director

Security Manager
FOCUS 

Technology Leadership
ROLES 

Technical Director  •  Manager  •  Team Lead

Technical

Business 
knowledge 
increases 
as you 
move up

Technology 
knowledge 

increases as  
you move  

down

C U R R I C U L U M
To implement security frameworks and build technically solid,  
business-driven security programs, engagement from all levels 

of leadership is required.

MGT512
SANS Security Leadership 

Essentials for Managers with 
Knowledge Compression™ 

GSLC

MGT414
SANS Training Program for 

CISSP® Certification 
GISP

SEC566
Implementing and Auditing 

the Critical Security Controls – 
In-Depth 

GCCC

MGT525
IT Project Management, 

Effective Communication, and 
PMP® Exam Prep 

GCPM

F O U N D A T I O N A L

MGT514
Security Strategic Planning, 

Policy, and Leadership 
GSTRT

MGT517
Managing Security Operations:  

Detection, Response, and 
Intelligence

MGT516
Managing Security 

Vulnerabilities:  
Enterprise and Cloud

MGT415
A Practical Introduction to 

Cybersecurity Risk 
Management

LEG523
Law of Data Security and 

Investigations 
GLEG

C O R E

AUD507
Auditing & Monitoring 
Networks, Perimeters, 

and Systems 
GSNA

MGT433
SANS Security Awareness: 

How to Build, Maintain,  
and Measure a Mature 

Awareness Program

S P E C I A L I Z A T I O N

SANS Training to  
Implement the CIS Controls  

and Build a Security Program

SEC566  Implementing and Auditing the 
Critical Security Controls – In-Depth

This course shows security professionals how to implement the controls 
in an existing network through cost-effective automation. For auditors, 
CIOs, and risk officers, this course is the best way to understand how to 
measure whether the Controls have been implemented effectively.

“Provides greater structure to the basic controls.  
Good methodology provided in implementing controls.”

sans.org/sec566

MGT514  Security Strategic Planning, Policy, 
and Leadership

This course gives you the tools you need to become a security business 
leader who can: build and execute strategic plans that resonate with 
other business executives, create effective information security policy, 
and develop management and leadership skills to better lead, inspire, 
and motivate your teams.

“I moved into management a few years ago and am currently working on a 
new security strategy/roadmap and this class just condensed the past two 

months of my life into a one week course and I still learned a lot!”

“This training sets the stage for executive level success. If you are 
interested in ever becoming a CISO, this course is a must.”

sans.org/mgt514

NEW

FOCUS 
Technology

ROLES 
Security Engineer  •  Security Analyst

https://cmap.amp.vg/xl/bdzxcw7vhq9ab

