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What HIPAA Compliance
Means for Zultys and Its
Clients in Healthcare
and Beyond

When the Health Insurance Portability and
Accountability Act (HIPAA) was passed in 1996, the
bar was set for the protection of personal and
sensitive information (e.g., medical and social
security information) in healthcare and beyond.

Zultys is now HIPAA-compliant, which is an
important enhancement to our already robust
suite of products. In becoming a HIPAA-compliant
Business Associate, we are bound to all HIPAA
technical, physical, and administrative safeguards
that are required by a Business Associate. We
adhere to the strictest standards as required by
law to protect the electronic personal health
information (PHI) of our clients and

their patients:

- We maintain the confidentiality, integrity,
and availability of all electronic PHI that we
receive, store, or transmit.

- We protect against reasonably anticipated
threats to the security or integrity of the
information.

- We guard against reasonably anticipated,
impermissible uses or disclosures.

- We maintain workforce compliance.
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Why HIPAA Compliance Matters

Inside and outside the healthcare industry, the fact that we
are a HIPAA-compliant Business Associate should provide
peace of mind to any of our clients who wish to execute a
formal Business Associate Agreement with us. Within Zultys’
data centers, any information shared through instant
messaging, voicemail, audio and video calls, or fax
transmission is protected. Zultys maintains all customer
information on encrypted storage, and all data on an MX . .
system is password protected and limited to authorized Our Cloud Services solution
personnel. target goal is 99.999 reliability,
with multiple redundant data
We constantly update our technology to ensure that
transmission of confidential information is protected from

back-up centers that are

anticipated security threats, and we keep our workforce monitored 24/7/365 to ensure
compliant through ongoing staff training and administrative an industry-leading level of

safeguards that control who can access the information. security and uptime. Our east

Knowing clients’ information is secure and guarded and west data centers back up

by multiple levels of security is only half the battle. all Zultys solutions, so customers
In the age Qf COVII?-19 and other potential |nt§rrupt|ons to never have to worry about

normal business, clients want to know that their data and .

information is recoverable in case of disaster. EQuipped with SyStem failure.
strategically located, redundant data centers, Zultys is
prepared to fully restore client data, integrity intact, within
minutes of a disaster. Our technology ensures:

@ X E 6 © B A

Encryption of  Authentication Secure Disaster Security Workforce Physical

data in transit to ensure backup recovery plans incident training security
and at rest* identity of of data policies and requirements policies and
person(s) procedures procedures

*Zultys datacenter only

To learn more about how we can actively help you manage and protect your
data as part of our product suite, click here to get in touch.

For More Information, Please Contact:
Client Services
Email: clientservices@mindmatrix.net

E_ E ZULTYS.COM Zultys, the Zultys logo and the Zultys mark are trademarks of Zultys,
y Zultys, Inc. 785 Lucerne Drive Inc. All other trademarks used herein are the property of their respec-
Sunnyvale, CA 94085 tive owners. 2022 Zultys, Inc. All rights reserved. 96-35113-00

E Tel: +1-888-985-8971


https://www.zultys.com/contact-us/

