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A test unique in the industry
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MITRE Engenuity ATT&CK® Evaluation

Testing Robustness and Completeness

MITRE meticulously emulates the
full behavior of two sophisticated

attacks - Carbanak and FIN7 -

to reveal in detail the capabilities of the
various technology layers embedded in
security solutions to detect, analyze,
provide telemetry and visibility on all

phases/sub-phases of the attack kill-
chain.

More info on methodology: here.

Full results of the evaluation: here.
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Detections for each step of the Carbanak kill-chain (Bitdefender results)


https://medium.com/mitre-engenuity/attack-evaluations-carbanak-and-fin7-result-release-c5a15d7b3c30
https://attackevals.mitre-engenuity.org/enterprise/participants/

= EURCPOL Carbanak has generated more

Carbanak / Cobalt than $300 million in damages
A global threat to so far, for hundreds of banks
financial institutions while FIN7 has exfiltrated more
Why carbanak than 15 million credit card
e records worldwide.

and FIN7?

Evaluating the security solutions
against very sophisticated
attack scenarios, like Carbanak
and FINT, provides a realistic
view into the capabilities of

the tested solutions (including
to protect Linux systems).

Two of the most damaging
attacks on the financial

sector

Bank Attack Intelligence Lab studied these attacks in the wild
S e R ’i and published their findings in a special publication.
' Check their Blog Post and Paper to learn more.

Bideender {gi by Security Researchers from Bitdefender Threat
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https://www.bitdefender.com/files/News/CaseStudies/study/262/Bitdefender-WhitePaper-An-APT-Blueprint-Gaining-New-Visibility-into-Financial-Threats-interactive.pdf
https://labs.bitdefender.com/2019/06/an-apt-blueprint-gaining-new-visibility-into-financial-threats/
https://www.bitdefender.com/files/News/CaseStudies/study/262/Bitdefender-WhitePaper-An-APT-Blueprint-Gaining-New-Visibility-into-Financial-Threats-interactive.pdf

29 tested solutions
Multiple metrics
No rankings provided

How to read the results?
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Key Results Metrics

Detections

+any information, raw or
processed that can be used to
identify adversary behavior
(includes raw and analytic
detections)

Telemetry & Telemetry
Coverage

«any raw or minimally
processed detection (e.g.,
process start, file create)

+ the number of sub-steps
where telemetry was
available.

Analytic &
Analytic Coverage

as arule or logic applied to
telemetry (e.g., ATT&CK
technique mappings or alert
descriptions).
+ the number of sub-steps
where 1 or more analytics
were available.

Which Metrics are relevant for Your Organization?

The Detections are
relevant for any
organization - the more
elements of the attack
the solution is capable of
detecting, the more
effective it is.

Telemetry is a valuable

metric in the context of

an organization that has
a security operations

center (SOC) where tools,

resources, and know-how

exists for further analysis
of the raw information.

Analytic metric provides
context for the
detections - actionable
analytics help reduce the
risk of alert fatigue and
the investigation effort
required from security
analysts.

« any processed detection, such

Visibility
+ the number of sub-steps

where an analytic or telemetry
was available.

Visibility is a
combination of raw
detections (Telemetry
Coverage) and
contextualized alerts
(Analytics Coverage) -
the solution’s overall
ability to provide visibility
into the attack elements.




Bitdefender results
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Highest number of detections

among all 29 solutions evaluated

Bitdefender is the leader in overall
detections, with the most detections
across all attack steps/sub-steps.

This confirms the results obtained in other
industry 3rd party tests and sets apart
Bitdefender GravityZone as the best solution
in detecting the full range of cyber-threats.

Bitdefender-
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Total Number of Detections

Bitdefender 366

Microsoft 356
TrendMicro 338
PaloAltoNetworks 335

SentinelOne 333

Symantec 282

McAfee 274

CrowdStrike 231

Fortinet 196

Sophos 157

Selected vendors.

Source: https://attackevals.mitre-engenuity.org/enterprise/participants/bitdefender/?adversary=carbanak_fin7



Analytics Insights for all detected sub-steps

Provides rich and actionable security context
Analytic Insights

(Tactics, Technigues and General Detections)

100% visibility and context for the major 2

attack steps and a staggering 96% of Microsc 208
the total number of detected sub-

. . PaloAltoN k 181
steps provided with context. e
TrendMicro 176
SentinelOne 169
The very low rate of "no-context telemetry"
illustrates Bitdefender's commitment to accuracy SIS s
and security operations effectiveness. S eatos 126
CrowdStrike 90
Fortinet 83
Sophos 48

8 Bitdefende]""“" Selected vendors.
MAY 10, 202

Source: https://attackevals. mitre-engenuity.org/enterprise/participants/bitdefender/?adversary=carbanak_fin7




Analytic Detections
for each sub-step of
the Carbanak attack
scenario

The sub-steps detections are
complemented with General
details and/or insights into the
used Tactics or Techniques. The
Analytics Insights enable efficient
security operations and reduce
the risk of alert fatigue.
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Sub-step number

Source: https://attackevals. mitre-
engenuity.org/enterprise/participants/bitdefender/?adversary=carbanak_fin7/



Complete detection

of attack techniques for
Linux systems

100%

Bitdefender GravityZone e
demonstrated that it is a smart detQCtlon
choice for organizations looking to
enhance the cyber resilience of their
heterogeneous environments with a
unified cybersecurity platform.

Linux
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MITRE Engenuity ATT&CK Evaluation

Complements other industry tests through in-depth understanding
of the tested solutions’ behavior
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BEST ANDROID SECURITY 2020
BEST PROTECTION 2020
BEST PROTECTION 2020

BEST PROTECTION 2020

o

AV Test 4 awards in 2020

V Product \\
of the
AV )

2019

Most #1 rankings in from
2078 up to 20217 in AV
comparatives tests.

/I 2 Bltdefender

‘The Biggest
EDR Vendor You
Haven't
Considered, But
Should Have’

Forrester® Wave™:
Enterprise Detection and
Response, Q1 2020

FORRESTER’

FORRESTER’

WAVE
LEADER 2019

Cloud Workload
Security

Leader in the Cloud Workload
Security Forrester Wave

Radicati Market Quadrant®
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"“ THE RADICATI GROUP, INC.
L J A TECHNOLOGY MARKET RESEARCH FIRM

Top Player in the Advanced
Persistent Threat (APT) Radicati
Market Quadrant analysis



: Unified Endpoint Risk Analytics,
GrawtyZone Prevention, Detection and

Bitdefender products Ultra Response

featuring the complete set
Detection and Response
capabilities tested during
MITRE ATT&CK Evaluation

Advanced threat detection, Bitdefender
focused investigation and
effective response EDR

Bitdefender Outsourced cybersecurity
Managed operations 24/7/365 that combine

. industry-leading Bitdefender
Detection security technologies with the
and threat-hunting expertise of a
Response modern SOC.
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